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Warning and Disclaimer 
 
This Toolkit has been prepared by the HEALTHeCONNECTIONS Project Team, as a general guide to 

assist ClinicalConnect Participants (e.g. Family Health Teams) to meet their obligations under the 

Personal Health Information Protection Act, 2004 in preparation for implementation of the 

ClinicalConnect Provider Portal. 

 

 This Toolkit is designed to assist in complying with the law and meeting the changing expectations of 

patients and the public. 

 The resource materials provided in this Toolkit are for general information purposes only.  They 

should be adapted to the circumstances of each Participant using the Toolkit.  

 This Toolkit reflects interpretations and practices regarded as valid when it was created based on 

available information at that time.   

 This Toolkit is not intended, and should not be construed, as legal or professional advice or opinion.   

 Participants concerned about the applicability of privacy legislation to their activities are advised to 

seek legal or professional advice based on their particular circumstances. 

 

 
 
 
 
VERSION HISTORY 

Version Date Author Changes Made 

1.0 2010-01-15 HeC Project Initial version for distribution 

1.1 2010-01-27 HeC Project Added cover page, disclaimer, version history, and table of contents 

1.2 2013-03-13 CCPAC Updated Links, removed Section A and B and amalgamated 
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Introduction 

This Toolkit acts as a resource that will assist you to meet the ClinicalConnect Privacy & Security 

requirements in order to become a Participant of the ClinicalConnect Provider Portal. The Toolkit 

provides a cross-reference between the individual requirements of the Self-Assessment and two sets of 

privacy resources available to you:  

 

 The Canadian Medical Association’s Privacy Wizard available at: 

        http://www.cma.ca/index.php/ci_id/47997/la_id/1.htm 

 

 

 Ontario Hospital Association’s Privacy Toolkit available at: 

http://www.oha.com/KnowledgeCentre/Library/Toolkits/PublishingImages/Hospital%20Privacy

%20toolkit.pdf 

 

 College of Physician and Surgeon’s Ontario Policy Statement # 8-05 Confidentiality of Personal 

Health Information available at: 

       http://www.cpso.on.ca/uploadedFiles/policies/policies/policyitems/Confidentiality.pdf 

 

 

 

This Toolkit also includes material that addresses gaps between the ClinicalConnect Privacy & Security 

Self-Assessment requirements and the CMA/OMA resources, through the ‘Clinical Connect Toolkit’.  

 

Please use these resources to assist you in meeting the requirements for your organization.  

Cross-reference 

  

You are required to be compliant with these requirements from the ClinicalConnect Privacy & 

Security Self-Assessment at time of application to become a ClinicalConnect Participant. 
 

Requirement Model Code 

Principle 

CMA  

Privacy  

Wizard 

OMA 

Privacy 

Toolkit 

Clinical  

Connect 

Toolkit  

OHA 

Toolkit 

1. Policy identifies organization’s Privacy 

Officer, and provides their contact information. 

Accountability  Y   

2. Policy identifies the purpose(s) for which PHI 

is collected, used, and disclosed.   

Accountability 

 

Y Y   

3. Policy clarifies the type of consent required in 

order to collect, use, and disclose PHI (e.g. 

assumed implied consent applies in the context 

of providing or supporting health care). 

Consent Y Y   

4. Policy clarifies the role a Substitute Decision 

Maker (SDM) plays when a patient is not 

capable. 

Consent  Y   

http://www.cma.ca/index.php/ci_id/47997/la_id/1.htm
http://www.oha.com/KnowledgeCentre/Library/Toolkits/PublishingImages/Hospital%20Privacy%20toolkit.pdf
http://www.oha.com/KnowledgeCentre/Library/Toolkits/PublishingImages/Hospital%20Privacy%20toolkit.pdf
http://www.cpso.on.ca/uploadedFiles/policies/policies/policyitems/Confidentiality.pdf
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Requirement Model Code 

Principle 

CMA  

Privacy  

Wizard 

OMA 

Privacy 

Toolkit 

Clinical  

Connect 

Toolkit  

OHA 

Toolkit 

5. Policy clarifies the role an estate trustee plays 

when a patient dies. 

Consent  Y   

6. Policy clarifies a patient’s/SDM’s right to 

impose a consent directive on the access/use of 

the patient’s PHI.  

Consent Y Y   

7. Policy clarifies the steps required to verify the 

identity of an individual who requests that a 

consent directive be applied (i.e. to ensure that 

they are the patient or SDM). 

Consent   Y  

8. Policy establishes that staff may only collect 

PHI for purposes of providing or supporting 

health care, and within the limits of each staff 

member’s job role. 

Limiting 

Collection of 

PHI 

Y Y   

9. Policy establishes that staff may only use and 

disclose PHI for purposes of providing or 

supporting health care, and within the limits of 

each staff member’s job role. 

Limiting Use, 

Disclosure, 

and Retention 

of PHI 

Y Y   

10. Policy establishes that staff who print hard 

copies of PHI are responsible to comply with the 

limitations on the use and disclosure of PHI 

described in Requirement A9. 

Limiting Use, 

Disclosure, 

and Retention 

of PHI 

  Y  

11 .Policy clarifies that it applies to PHI in all 

forms – verbal, written, and electronic. 

Limiting Use, 

Disclosure, 

Retention of 

PHI 

  Y  

12. Policy establishes the need for privacy 

training, ongoing privacy awareness reminders 

and updates.  

Safeguarding 

PHI 

 Y   

13. Policy establishes sanctions for inappropriate 

use of PHI, up to and including termination of 

employment/affiliation. 

Safeguarding 

PHI 

 Y   

14. Policy establishes that privacy 

responsibilities continue to apply even after 

employment/affiliation terminates. 

Safeguarding 

PHI 

Y    

15. Policy addresses information security (which 

includes network resources, desktop computers, 

portable devices and wireless data transmissions.  

Safeguarding 

PHI 

Y Y   

16. Policy establishes requirements for the use of 

passwords.  Note: please refer to documentation 

provided for purposes of the enrolment security 

review, which is described in the introduction to 

the current document. 

Safeguarding 

PHI 

Y Y   

17.  Policy establishes requirements for 

maintaining the security of passwords.  Note: 

please refer to documentation provided for 

purposes of the enrolment security review, 

Safeguarding 

PHI 

Y Y   
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Requirement Model Code 

Principle 

CMA  

Privacy  

Wizard 

OMA 

Privacy 

Toolkit 

Clinical  

Connect 

Toolkit  

OHA 

Toolkit 

which is described in the introduction to the 

current document. 

 

18. Policy establishes requirement for physical 

controls (e.g. pass card entry to data facility, 

locked cabinets, monitoring power supply and 

temperature). 

Safeguarding 

PHI 

Y Y   

19. Policy defines a privacy breach. Safeguarding 

PHI 

  Y  

20.  Policy addresses the implementation of 

privacy audits. 

Safeguarding 

PHI 

 Y   

21. Policy establishes processes to address 

privacy breaches. 

Safeguarding 

PHI 

 Y   

22. Policy establishes the requirement for a 

public-friendly version of the organization’s 

Privacy Policy. 

Openness Y Y  Y 

23.  Policy acknowledges a patient’s right for 

access to their PHI. 

Individual 

Access 

Y Y  Y 

24. Policy clarifies the steps the organization 

must/may take in response to a patient’s written 

access request. 

Individual 

Access 

Y Y   

25. Policy clarifies the steps the organization 

must/may take in response to a patient’s verbal 

access request. 

Individual 

Access 

 Y   

26. Policy clarifies the organization’s 

requirement to respond to information access 

requests within 30 days (or up to 60 days upon 

extension). 

Individual 

Access 

Y Y  Y 

27. Policy clarifies the limitations to the 

organization’s requirement to fulfill information 

access requests. 

Individual 

Access 

 Y   

28. Policy establishes process by which 

stakeholders may challenge the organization’s 

compliance with PHIPA, the requirements in this 

document, or Privacy Best Practices. 

Challenging 

Compliance 

 Y   

29. Policy establishes process by which 

organization will respond to challenges 

described in Requirement 28.  

Challenging 

Compliance 

 Y   
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Requirement Model Code 

Principle 

CMA  

Privacy  

Wizard 

OMA 

Privacy 

Toolkit 

Clinical  

Connect 

Toolkit  

OHA 

Toolkit 

30. Policy clarifies the preference for written 

consent directive requests.  PHIPA permits 

patients to make verbal consent directive 

requests.  However, it is a Privacy Best Practice 

for HICs, where possible, to obtain the patient’s 

written instructions in this respect. 

Consent   Y Y 

31. Policy establishes the need to retain the 

patient’s written consent directive instructions. 

Consent   Y Y 

32.  Policy establishes a list of factors to discuss 

with a patient when the patient makes a consent 

directive request.  Examples of factors to discuss 

with the patient include: the consent directive 

only applies to PHI the patient has already 

provided, and not to PHI which the patient might 

provide in the future; PHIPA permits certain 

collections, uses, and disclosures of the PHI, 

despite the consent directive; healthcare 

providers may override the consent directive in 

certain circumstances, such as emergencies; and 

the consent directive may result in delays in 

receiving health care, reduced quality of care 

due to a healthcare provider’s lacking complete 

information about the patient, and a healthcare 

provider’s refusal to offer non-emergency care. 

Consent  Y   

33.  Policy clarifies the steps staff must take to 

notify the Privacy Officer and Health Records 

Department that a patient has provided a staff 

member with instructions to impose a consent 

directive upon the patient’s PHI. 

Consent   Y  

34. Policy clarifies the steps the Privacy Officer 

and Health Records Department must take to 

notify all staff that a patient has imposed a 

consent directive upon their PHI. 

Consent    

Y 

 

35. Policy clarifies the steps staff must take 

when they share a record of PHI which is subject 

to a consent directive, in order to notify the 

recipient(s) that the record is missing certain 

information which is subject to a consent 

directive. 

Consent  Y   

36. Policy clarifies the circumstances in which 

staff may override a consent directive (e.g. 

emergencies). 

Consent  Y   



ClinicalConnect Provider Portal  Privacy & Security Toolkit 

Version 1.2 Page 8 of 25 

Requirement Model Code 

Principle 

CMA  

Privacy  

Wizard 

OMA 

Privacy 

Toolkit 

Clinical  

Connect 

Toolkit  

OHA 

Toolkit 

37. Policy clarifies the steps staff must take 

when overriding a consent directive (e.g. 

recording the reason for the override). 

Consent     

38. Policy clarifies the steps required to verify 

the identity of an individual who is requesting 

access to PHI (i.e. to ensure that the individual is 

the patient or the Substitute Decision Maker). 

Limiting Use, 

Disclosure, 

and Retention 

of PHI 

  Y  

39. Policy establishes the steps necessary to 

respond to a request for access to PHI in the 

form of a subpoena/summons/warrant, police 

acting on behalf of a coroner, and related 

contexts.  

Limiting Use, 

Disclosure, 

and Retention 

of PHI 

  Y  

40. Policy establishes fees for fulfilling 

information access requests. 

Limiting Use, 

Disclosure, 

and Retention 

of PHI 

  Y  

41. Policy establishes fees for disclosures 

described in Requirement 6. 

Limiting Use, 

Disclosure, 

and Retention 

of PHI 

  Y  

42. Policy establishes a procedure for the 

retention of PHI which satisfies the information 

retention rules found in: PHIPA section 13(2) 

regarding pending patient access requests, the 

Limitations Act and the Rules of Civil 

Procedures regarding lawsuits, regulations to the 

Public Hospitals Act, and the need to resolve 

legal/College issues. 

Limiting Use, 

Disclosure, 

and Retention 

of PHI 

  Y  

43. Policy establishes the requirement for a PHI 

destruction log – as directed by the IPC. 

Limit. Use, 

Disclosure, 

Retention of 

PHI. The IPC 

endorses such 

maintenance; 

see IPC, Order 

HO-001 (Oct. 

2005). 

Y Y   

44. Policy establishes the requirement to retain 

the destruction log indefinitely – as directed by 

the IPC. 

Limit. Use, 

Disclosure, 

and Retention 

of PHI 

  Y  

45. Policy establishes the requirement for a 

patient to access their PHI before requesting a 

correction to that PHI. 

Accuracy  Y   

file:///C:/Users/andev/AppData/Local/ewasylyc/Local%20Settings/Temporary%20Internet%20Files/OLKAD/Copy%20of%20Privacy%20Checklist%20comparison%2020091113%20IM.xls%23RANGE!%23REF!%23RANGE!%23REF!
file:///C:/Users/andev/AppData/Local/ewasylyc/Local%20Settings/Temporary%20Internet%20Files/OLKAD/Copy%20of%20Privacy%20Checklist%20comparison%2020091113%20IM.xls%23RANGE!%23REF!%23RANGE!%23REF!
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Requirement Model Code 

Principle 

CMA  

Privacy  

Wizard 

OMA 

Privacy 

Toolkit 

Clinical  

Connect 

Toolkit  

OHA 

Toolkit 

46. Policy establishes the organization’s 

obligation to correct a record of PHI if the 

patient demonstrates that the record is 

incorrect/incomplete, and provides the 

organization with the information necessary to 

correct the record. 

Accuracy  Y   

47. Policy establishes the steps required to 

correct a record of PHI while maintaining the 

original record. 

Accuracy  Y   

48. Policy clarifies the organization’s 

requirement to respond to information correction 

requests within 30 days (or up to 60 days upon 

extension). 

Accuracy  Y   

49.  Policy clarifies the limitations to the 

organization’s requirement to fulfill information 

correction requests. 

Accuracy  Y   

50. Policy clarifies the steps required to permit a 

patient to issue a Statement of Disagreement 

(SOD) with respect to the organization’s 

decision not to fulfill an information correction 

request. 

Accuracy  Y   

51. Policy clarifies the steps required to ensure 

that staff are aware of the SOD. 

Accuracy   Y  

52. Policy clarifies the steps required to share a 

SOD with a recipient organization when the 

record in question is disclosed. 

Accuracy  Y   

53. Policy establishes the need for service 

agreements with contractors who may have 

access to PHI which makes them aware of their 

privacy responsibilities (an agreement for 

contractors/affiliates to sign) 

Safeguarding 

PHI 

Y Y   

54. Policy establishes separate/additional 

requirements for remote (VPN) access. 

Safeguarding 

PHI 

  Y  

55. Policy addresses the destruction of 

information.  An IPC order helps clarify a HIC’s 

information destruction duties.  

Safeguarding 

PHI. See IPC, 

Order HO-001 

(August 2006)  

Y Y   

56. Policy establishes process to address non-

clinical observers. 

Safeguarding 

PHI 

  Y  

file:///C:/Users/andev/AppData/Local/ewasylyc/Local%20Settings/Temporary%20Internet%20Files/OLKAD/Copy%20of%20Privacy%20Checklist%20comparison%2020091113%20IM.xls%23RANGE!%23REF!%23RANGE!%23REF!
file:///C:/Users/andev/AppData/Local/ewasylyc/Local%20Settings/Temporary%20Internet%20Files/OLKAD/Copy%20of%20Privacy%20Checklist%20comparison%2020091113%20IM.xls%23RANGE!%23REF!%23RANGE!%23REF!
file:///C:/Users/andev/AppData/Local/ewasylyc/Local%20Settings/Temporary%20Internet%20Files/OLKAD/Copy%20of%20Privacy%20Checklist%20comparison%2020091113%20IM.xls%23RANGE!%23REF!%23RANGE!%23REF!
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Clinical Connect Tool Kit 

7. Policy clarifies the steps required to verify the identity of an individual who requests that a 

consent directive be applied (i.e. to ensure that they are the patient or SDM) 

 

1) Patients may withdraw their consent at any time. Patients who want to withdraw their consent 

must notify the health care provider that they no longer consent to the collection, use and 

disclosure of their personal health information. Notification must be in writing through a 

‘withdrawal of consent’ form. A patient’s withdrawal has no effect on information you collected, 

used, or disclosed before the patient withdrew consent, but has effect from the time it is received. 

A substitute decision-maker who consented on a patient’s behalf may also withdraw the consent 

at any time by notifying the health care provider and completing the ‘withdrawal of consent’ 

form.  

2) Ensure to verify the identity of the requestor for each request to withdraw consent:  

 

Verification Process:  

Requestor: Patient 

Verification of the written request:  

1) Ensure the following patient information from the request matches information in your 

registration system:  

a. Name 

b. Date of birth 

c. Health card number 

2) Ensure that a signature is included on the request form and if possible match it to a signature in 

the health record of the patient 

3) File the request form or letter of request in the patient’s health record 

 

Requestor: Substitute decision maker 

Verification of the written request:  

1) Review information in the health record or registration system to ensure there is documentation 

that the requestor is a substitute decision-maker 

2) Request documentation (power of attorney papers or executor of estate papers) if there is no 

information in the health record 

3) Verify if any parent requesting access for a minor is the custodial parent and that the parent is 

entitled to access 

4) Ensure the following patient information from the request matches information in your 

registration system for the patient:  

a. Name 

b. Date of birth 

c. Health card number 

5) Ensure that a signature is included on the request form  

6) File the request form or letter of request in the patient’s health record 
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10. Policy establishes that staff who print hard copies of PHI are responsible to comply with the 

limitations on the use and disclosure of PHI described in Requirement 17.  

 

Limiting Use and Disclosure:  

Access to personal health information will be limited to only those employees/agents with a need to know 

such information for their job purposes (the “need to know” rule). Authorization is required before 

accessing, collecting, using, or disclosing personal health information. If an employee is unsure of 

whether they have authorization to access, use or disclose personal health information, they will seek 

clarification from their Manager/Supervisor or Chief Privacy Officer. 

 

Personal health information in all forms including written (for example, printed hard copies), verbal, and 

electronic is to be maintained in the strictest of confidence and is not to be shared with unauthorized 

persons. For example, employees/agents must avoid engaging in discussions about personal health 

information in public areas such as hallways, elevators, washrooms, cafeterias, etc. 

 

 

11. Policy clarifies that it applies to PHI in all forms – verbal, written, and electronic 

 

As a provider of healthcare services (ENTER ORGANIZATION NAME) collects, uses and discloses 

personal health information and is a personal health information custodian under the Ontario Personal 

Health Information Protection Act (PHIPA). (ORGANIZATION) is committed to protecting the privacy, 

confidentiality and security of all personal health information to which it is entrusted in verbal, written, 

and electronic form.  

 

 

19. Policy defines a privacy breach 

 

A breach of confidentiality is defined as the inappropriate collection, access, use or disclosure of personal 

health information.  

 

The most common privacy breaches are: 

1) unauthorized collection of personal health information (information is collected without consent 

or legal authority) 

2) unauthorized disclosure of personal health information through: 

a. loss (a file is misplaced) 

b. theft (a laptop is stolen) 

c. mistake (a letter addressed to one person gets faxed to the wrong person) 

3) unauthorized or unsecured disposal of personal health information (an unshredded file is left in 

the garbage). 
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30. Policy clarifies the preference for written consent directive requests.  

31. Policy establishes the need to retain the patient’s written consent directive instructions.  

 

 

1) Patients may withdraw their consent at any time. Patients who want to withdraw their consent 

must notify the health care provider that they no longer consent to the collection, use and 

disclosure of their personal health information. Notification must be in writing through a 

‘withdrawal of consent’ form. A patient’s withdrawal has no effect on information you collected, 

used, or disclosed before the patient withdrew consent, but has effect from the time it is received. 

A substitute decision-maker who consented on a patient’s behalf may also withdraw the consent 

at any time by notifying the health care provider and completing the ‘withdrawal of consent’ 

form.  

2) Ensure to verify the identity of the requestor for each request to withdraw consent:  

 

Verification Process:  

Requestor: Patient 

Verification of the written request:  

1) Ensure the following patient information from the request matches information in your 

registration system:  

a. Name 

b. Date of birth 

c. Health card number 

2) Ensure that a signature is included on the request form and if possible match it to a signature in 

the health record of the patient 

3) File the request form or letter of request in the patient’s health record 

 

Requestor: Substitute decision maker 

Verification of the written request:  

1) Review information in the health record or registration system to ensure there is documentation 

that the requestor is a substitute decision-maker 

2) Request documentation (power of attorney papers or executor of estate papers) if there is no 

information in the health record 

3) Verify if any parent requesting access for a minor is the custodial parent and that the parent is 

entitled to access 

4) Ensure the following patient information from the request matches information in your 

registration system for the patient:  

a. Name 

b. Date of birth 

c. Health card number 

5) Ensure that a signature is included on the request form  

6) File the request form or letter of request in the patient’s health record 
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33. Policy clarifies the steps staff must take to notify the Privacy Officer and Health Records 

Department (i.e. applicable office staff) that a patient has provided a staff member with 

instructions to impose a consent directive upon the patient’s PHI 

 

If an individual places a lock box request relating to the use and/or disclosure of their PHI for the purpose 

of providing health care, (ENTER CONTACT PERSON HERE) must be contacted at (ENTER PHONE 

NUMBER). Lock box requests will be processed within 30 business days upon receipt of written 

request. If the request is made after hours or on weekends when this person is not available, leave a 

message with them and inform the requestor that their request will be handled as soon as possible.  

 

 

34. Policy clarifies the steps the Privacy Officer and Health Records Department (i.e. applicable 

office staff) must take to notify all staff that a patient has imposed a consent directive upon their 

PHI 

 

You are required to inform recipient health care providers (even those from different institutions) that some 

personal health information is inaccessible as a result of it having been “locked” by the individual in situations 

where you believe the information is reasonably necessary for the provision of care. The locked portion of the 

health record can only be accessed by other health care institutions in an emergency situation or if 

patient/substitute decision maker provides express consent.  

 

Paper Health Records 

When you access a locked paper health record a notification sheet and unlocking form will appear at the front of 

the record informing you that the record has been locked. The locked portion of the paper health record will be 

stored a secure cabinet designated for “locked” health records.  

 

Electronic Health Records 

A notification screen may be attached to the patient’s electronic information to inform you that the electronic 

health record has been locked. If you proceed beyond the notification screen without obtaining proper consent this 

will be considered a breach. 

 

 

37. Policy clarifies the steps staff must take when overriding a consent directive (e.g. recording the 

reason for the override) 

 

Overriding a consent directive/Unlocking Requests 

i. A health record can be unlocked by the following individuals 

a. The patient; or 

b. The substitute decision maker according to PHIPA; or 

c. A health care provider 

 This decision can be made without consent of the patient under PHIPA, such as 

when the health care provider believes on reasonable grounds that the 

disclosure (Note: refer to the definition of disclosure in Appendix A) is 

necessary for the purpose of eliminating or reducing a significant risk of 

serious or bodily harm to a person or group of persons.  

 

ii. If the health record was unlocked by a health care provider, the health care provider is 

required to notify the patient at the first reasonable opportunity and inquire if they would like 

to have it locked again.   
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iii. The ‘Unlocking Personal Health Information Re: Use and/or Disclosure’ form must be 

completed and signed by the individual initiating the unlock request.  
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SAMPLE FORM 
 
UNLOCKING PERSONAL HEALTH INFORMATION RE: USE AND/OR DISCLOSURE 

 

SECTION A: PATIENT DEMOGRAPHICS (Must be completed) 

 

_______________________ ________________ ______  ________________ 

Last Name   First Name  Initials  Hospital ID Number 

 

____________________________________________ __________ ______________ 

Mailing Address     Telephone # Date of Birth (yyyy/mm/dd) 

 

 

SECTION B: PATIENT REQUEST 

 

If you are a substitute decision-maker, and the patient is deemed incapable, please complete Section 

C  

 

I _________________________wish to unlock my Personal Health Information from____________ to 

_____________  

 

I understand that in order to lock my Personal Health Information again, I must complete and sign the 

Locking Personal Health Information Re: Use and/or Disclosure form.  

 

I will not hold the (ENTER NAME OF ORGANIZATION) responsible for any outcome to the extent that 

it is caused or contributed to by limitations imposed by this instruction. 

 

_____________________________ __________________________  _______________ 

Signature    Name (print)    Date (yyyy/mm/dd) 

 

  

Information and Instructions for PATIENTS 

This is a request form to “unlock” a health record. A health record can be unlocked when the 

patient/substitute decision maker changes his/her mind or when the health care provider believes on 

reasonable grounds that the disclosure is necessary for the purpose of eliminating or reducing a 

significant risk of serious or bodily harm to a person or group of persons. You must complete and sign 

the “Locking Personal Health Information Re: Use and/or Disclosure” form if you decide to lock your 

health record again.  

 

 If the request to unlock the health record is made by the patient Sections A and B must be 

completed. 

 If the request to unlock the health record is by the substitute decision maker Sections A and C 

must be completed. 

  

Information and Instructions for HEALTH CARE PROVIDERS 

Health care providers can unlock a health record in emergency situations when you believe on 

reasonable grounds that the disclosure is necessary for the purpose of eliminating or reducing a 

significant risk of serious or bodily harm to a person or group of persons. Section A and D must be 

completed.  

 Section E must be completed by an individual in the Health Information Management 

Department. 
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SECTION C: SUBSTITUTE DECISION-MAKER (Section A must be completed) 

 

(Note: Include copies of documents that provide your authority as a substitute decision-maker and 

proof of identification.) 

 

As the patient’s substitute decision-maker, I pledge that this instruction reflects the wishes, values 

and beliefs that I know the patient holds 

 

I ________________________ wish to unlock the Personal Health Information of __________________ 

 

from ____________ to _____________   

 

I understand that in order to lock my Personal Health Information again, I must complete and sign the 

Locking Personal Health Information Re: Use and/or Disclosure form.  

 

I will not hold the (ENTER NAME OF ORGANIZATION) responsible for any outcome to the extent that 

it is caused or contributed to by the limitations imposed by this instruction.  

 

________________________ _______________________ ______  _____________ 
Last Name   First Name                                        Initials  Telephone number 

 

______________________________________________________________________________ 

Mailing Address 

 

_____________________________ _______________________ ________________ 

Signature    Name (print)   Date (yyyy/mm/dd) 
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SECTION D: HEALTH CARE PROVIDERS 

 

Health care providers can unlock a health record in emergency situations when it is believed on 

reasonable grounds that the disclosure is necessary for the purpose of eliminating or reducing a 

significant risk of serious or bodily harm to a person or group of persons. I understand that it is my 

responsibility to notify the individual at the first reasonable opportunity that their information has been 

unlocked and inquire if they would like to lock it again.  

 

I ________________________ wish to unlock the Personal Health Information of __________________ 

 

from ____________ to _____________   

 

Rationale to unlock the personal health information:  

 

___________________________________________________________________________________ 

 

___________________________________________________________________________________ 

 

________________________ _______________________ ______  _____________ 
Last Name   First Name                                        Initials  Telephone number 

 

 

______________________________________________________________________________ 

Mailing Address 

 

_____________________________ _______________________ ________________ 

Signature    Name (print)   Date (yyyy/mm/dd) 
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SECTION E: PROCESSING OF REQUEST TO UNLOCK PERSONAL HEALTH 

INFORMATION 
 

1. Information Regarding Response (Check one) 

 

□ Request granted (go to part 3) 

□ Request granted in part (complete part 2) 

□ Request not granted (complete part 2) 

 

2. Explain reasons or rationale for not granting or granting in part the request: 

 

___________________________________________________________________________________ 

 

___________________________________________________________________________________ 

 

___________________________________________________________________________________ 

 

___________________________________________________________________________________ 

 

 

3. Processed by: 

 

_______________________ ________________________ ___________ _______________ 

Signature   Name (print)   Title  Date (yyyy/mm/dd) 
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38. Policy clarifies the steps required to verify the patient’s identity when the patient is requesting 

access to PHI.  

 

1) Give the requestor a form to request access to the personal health information or inform them of 

what to include in a written request (name, address, date of birth, health card number, information 

they are requesting to access). An oral request may be accepted in extenuating circumstances, 

however written requests are preferred and the form must be provided to all requestors each time 

a request is made.  

 

2) Verify the identity of the requestor:  

 

Verification Process:  

Requestor: Patient 

Verification of a written request:  

1) Ensure the following patient information from the request matches information in your 

registration system:  

d. Name 

e. Date of birth 

f. Health card number 

2) Ensure that a signature is included on the request form and if possible match it to a signature in 

the health record of the patient 

3) File the request form or letter of request in the patient’s health record 

 

Verification of an oral request:  

1) Request photo identification (health card, driver’s license etc.) for verification purposes if the 

patient is not known to you 

2) Record the access to the PHI (including date, what was accessed, and that oral consent was 

received) in the patient’s health record 

 

Requestor: Substitute decision maker 

Verification of a written request:  

1) Review information in the health record or registration system to ensure there is documentation 

that the requestor is a substitute decision-maker 

2) Request documentation (power of attorney papers or executor of estate papers) if there is no 

information in the health record 

3) Verify if any parent requesting access for a minor is the custodial parent and that the parent is 

entitled to access 

4) Ensure the following patient information from the request matches information in your 

registration system for the patient:  

d. Name 

e. Date of birth 

f. Health card number 

5) Ensure that a signature is included on the request form  

6) File the request form or letter of request in the patient’s health record 
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39. Policy establishes the steps necessary to respond to a request for access to PHI in the form of a 

subpoena/summons/warrant, police acting on behalf of a coroner, and related contexts 

 

A patient’s PHI will only be released to police upon the presentation of one of the following: 

 

 A valid court order, or 

 Search Warrant, or 

 Subpoena, or 

 Coroner's Writ, or 

 An original written authorization from the patient allowing release of the information requested.  

When possible, the signature is verified with the signature on the patient's chart. 

 

 The information provided should only include that part of the record requested in the warrant. 

 

 The release of information should be documented on the chart including: 

 

o the name of the police officer requesting the information  

o the police force the police officer is affiliated with 

o the date and time 

o the information that was released to the police officer (e.g., list the report name, the dates 

of the reports release and any other pertinent information)  

o the documentation that was presented by the police officer for the release of information 

(e.g., the court order, search warrant, subpoena etc.)  

 

40. Policy establishes fees for fulfilling information access requests. 

 

Fees charged by a health information custodian to disclose personal health information cannot exceed the 

amount of reasonable cost recovery to do so. Fees are at the discretion of the health care provider based 

on the amount for cost recovery and must meet the regulations of PHIPA section 35 (1) and (2).  

 

Fees for personal health information 

35.  (1)  A health information custodian shall not charge a person a fee for collecting or using 

personal health information except as authorized by the regulations made under this Act. 2004, c. 3, 

Sched. A, s. 35 (1). 

Same, for disclosure 

(2)  When disclosing personal health information, a health information custodian shall not charge 

fees to a person that exceed the prescribed amount or the amount of reasonable cost recovery, if no 

amount is prescribed. 2004, c. 3, Sched. A, s. 35 (2). 

 

41. Policy establishes fees for disclosures described in Requirement 6 (patient/SDM imposing a 

consent directive on the access/use of PHI)  

 

(ENTER ORGANIZATION NAME) reserves the right to charge a fee for lock box requests. Decisions to 

charge a fee will be made on a case-by-case basis upon approval by the (ENTER APPLICABLE 

POSITION/STAFF MEMBER NAME).  

 

 

http://www.e-laws.gov.on.ca/html/statutes/french/elaws_statutes_04p03_f.htm#s35s1
http://www.e-laws.gov.on.ca/html/statutes/french/elaws_statutes_04p03_f.htm#s35s1
http://www.e-laws.gov.on.ca/html/statutes/french/elaws_statutes_04p03_f.htm#s35s2
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42. Policy establishes a procedure for the retention of PHI which satisfies the information retention 

rules found in: PHIPA section 13 (2) regarding pending patient access requests, the Limitations Act 

and the Rules of Civil Procedures regarding lawsuits, regulations to the Public Hospitals Act and 

the need to resolve legal/College issues.  

 

 Paper health records will be retained for a minimum of 10 years  

 Electronic health records will be retained for 120 years  

 

Note: These time frames accord with Regulation 965 under the Public Hospitals Act, which sets out 

the minimum legislated retention periods for records relating to patient care. These time frames also 

ensure that the health record is not destroyed while the potential for legal action still exists (that is, 

while the relevant limitation period set out in the Limitations Act has not yet expired).  

 

 Basic Limitation Period: The basic limitation period is 2 years from the date when the claim was 

discovered or ought to have been discovered.  

 

 Limitation Period for Minors: The limitation period does not begin to run for a minor until he or 

she reaches the age of 18. 

 

 Limitation Period for an Incapable Person: If an individual is incapable of commencing a 

proceeding because of his or her physical, mental or psychological condition, the limitation 

period does not begin to run until he or she becomes capable.  

 

 Ultimate Limitation Period: The ultimate limitation period that a claim can be brought forward is 

15 years. The exception to this is minors and incapable person.   

 

Sources: Limitations Act, Public Hospitals Act 

 

43. Policy establishes the requirement to retain the destruction log indefinitely – as directed by the 

IPC.  

 

Destruction of a Health Record 
 

i. The individual destroying a health record that has attained its legal retention period must 

complete a written statement that includes;  

a. The name(s) of the patient(s) to whom the health record(s) belong;  

b. The date the record was destroyed; 

c. The last discharge date of the patient; 

d. The manner of destruction; and  

e. Confirmation that the destruction method was in accordance with this policy.   

 

ii. This written statement will be stored in the (ENTER APPLICALBE AREA) and kept forever. 

 

 

52. Policy clarifies the steps required to ensure that staff are aware of the SOD (statement of 

disagreement).  

 

If a correction request has been refused, the individual must be informed what further action can be 

taken: 
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 The individual can prepare a concise statement of disagreement that sets out the 

correction that [enter organization name] refused to make in the health record 

 

 The individual can require [organization] to attach the statement of disagreement to the 

health record and disclose the statement of disagreement whenever information to which 

the statement relates is released. The statement of disagreement must be filed in the 

health record in front of the applicable personal health information and a notice of this 

should be made available in the electronic systems.  

 

 The individual can require [organization] to disclose the statement of disagreement to 

care providers to whom the alleged inaccurate or incomplete personal health information 

has been disclosed. This request may be denied if the statement of disagreement cannot 

reasonably be expected to have an effect on the ongoing provision of health care or 

benefits to the individual. 

 

 The individual may make a complaint about the refusal to the Information and Privacy 

Commissioner of Ontario 

 

54. Policy establishes separate/additional requirements for remote (VPN) access.  

 

For remote (VPN) access ensure the following:  

 Maintain security through firewalls, and other means, using industry best practices (e.g. encryption). 

o Any personal health information that must be transmitted outside the organization must be 

encrypted using industry standard methods.  

o Encryption definition: A process by which ordinary text or data, referred to as ‘plaintext’ is 

turned into a stream of random symbols that is unreadable. This information can only be read 

by the intended persons with the digital key to access the encrypted data. 

 Enable the automatic lock feature of your device after five minutes or less of idle time. 

 Use a lockable briefcase or laptop case  

 Place an “if found, return by calling [phone number]” card inside your briefcase that does not indicate 

that you are an employee of  (ENTER ORGNIZATION) This is to protect the linkage of PHI to the 

(ENTER ORGANIZATION) 

 

For all electronic systems ensure the following:  

 Do not use passwords that are predictable such as birthdays or your favourite sports team.  

 Use long passwords that are memorable but not common knowledge such as 

‘myfavoriteshowisontuesdaysat9’—length creates difficulty in cracking passwords. 

 Use passwords that consist of at least eight characters, upper and lower case, numerals and special 

characters (such as %, &, or #)—the password should not be a word that can be found in any 

dictionary. 

 Do not write passwords down. 

 Ensure security of password changes including the following: 

o Each user must be able to set his or her own password; 

o Users must be instructed to not share passwords with anyone else; 

o Systems should require users to set a new password after a password has been reset, or a new 

user ID is assigned by the account administrator; 

o Account administrators must have the ability to reset a user’s password; 

o The electronic patient record system should store passwords in an encrypted file that cannot 

be read; 
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o User passwords must not be hard coded into any system file or routine and must be keyed in 

each time the user signs on; 

o Password characters must not be displayed on monitors when entered; 

o Passwords must be changed at intervals of at least every 90 days; 

o When a password expires, the electronic patient record system must require the user to 

change a new password before accessing the system; 

o Users must be instructed not to use the “save the password” function of some software; 

o The electronic patient record system should prevent the immediate reuse of a password; 

o If there is reason to believe a password has been compromised, it is to be changed 

immediately followed by immediate notification to one’s Manager/Supervisor; 

 Ensure security is built into individual systems (e.g. role based access) and if technical constraints 

prevent administrators from limiting access to certain personal health information, then supplemental 

audit processes must be utilized. 

o Where new systems are being considered for purchase, specific attention must be paid to 

selecting systems that include tools for securing of personal health information. 

 Include staff privacy alerts to remind staff of their responsibilities associated with the use of the 

system. 

 Privacy alert mechanisms will be “turned on” in the electronic patient record systems, and staff will 

be educated about their meaning. 

 Ensure protection of the data centre from environmental threats (e.g. fire, flood, etc.) 

 Ensure an uninterrupted power supply (UPS) is available for critical servers. 

 

 

56. Policy establishes process to address non-clinical observers. 

 

All affiliates of (ENTER ORGANIZATION NAME) will sign a Confidentiality agreement before they 

start the activity that brings them to the organization (e.g. contractor work, student placements, 

observation day). The agreement will cover expectations regarding confidentiality of corporate and 

personal health information.  

 

Confidentiality agreements signed by affiliates will be kept for a duration of time as decided by [ENTER 

ORGANIZATION NAME].  

 

 

Resources:  

 

1) Hospital Privacy Toolkit: Guide to the Ontario Personal Health Information Protection Act, 

Ontario Hospital Association, September 2004 

2) Grand River Hospital Privacy Office: forms, policies, and guidelines 

3) Ontario’s Personal Health Information Protection Act 

 


